Risk Management in Schools - Guidance

This document is intended to identify some of the risks and possible control measures that schools should consider as part of their risk management arrangements. The main process to achieving this is when schools are reviewing the Development Plan. 
Risk is the threat that an event or issue will adversely affect an organisation’s ability to achieve its objectives.  Effective risk management in schools should therefore provide assurance that:

· The school’s objectives are more likely to be achieved; and 

· Events that are damaging to the school are less likely to happen.
The table overleaf lists a number of areas that schools may wish to consider when undertaking risk assessments.  The risk areas identified are not intended to be exhaustive and larger schools may identify other risk areas that they feel need to be included.  Similarly, the controls listed are only examples.  Further controls may be needed if a school considers an area to be particularly important.
Governing Bodies should look at the types of risk identified in the table and satisfy themselves that the arrangements in place to control the risks at their schools are appropriate.  Consideration needs to be given to the level of risk that is deemed acceptable.  Where a risk is not acceptable to the school, management action is needed to reduce either the likelihood or impact of the risk.  Typical risk treatment measures include:
· reviewing procedures, 
· adopting policies, 
· providing additional training, 
· developing contingency plans,

· taking out insurance.  

Many risks can also be mitigated by controls at LEA level:

· Policies are available that schools may choose to adopt (e.g. Whistleblowing Policy);

· Schools’ Financial Regulations are set out in the ‘Financial Guidance for Schools’ document;
· Insurance cover can be arranged through the Council’s Insurance Officer.
The risks that an organisation needs to manage are normally recorded in a risk register.  Risks are then allocated to an "owner" who is responsible for ensuring that the implementation of the control measures and for monitoring the level of the risk.

It is important that risk management is not seen as a ‘one-off’ exercise and that schools review the risks that they face on a regular basis.  This will provide opportunity to review the effectiveness of the risk treatment measures established and help to ensure that new or emerging risks are identified and mitigated.
	Risk Area
	Risk 
	How do we reduce the likelihood?
	How do we reduce the impact?

	Strategic
	Failure to achieve strategic objectives


	Implementation of a realistic and costed three-year School Development Plan 

Regular monitoring


	

	People
	Physical or emotional distress to children


	Child protection policy

Safer recruitment policies & procedures
Anti-bullying policy

Whistleblowing policy


	

	
	Unavailability of key staff 
	Absence management policy


	Supply cover insurance

	
	Employer’s liability claim
	Personnel policies

Health & safety policy


	Insurance

	
	Third party liability claim
	Health & safety policy

Lettings policy


	Insurance

	
	Staff vacancies (& governors)
	Personnel policies

Performance management

Induction procedures

	

	
	Staff under-performance
	School Development Plan

Performance management

Pre-employment checks

Training


	

	
	Health & safety incident
	Health & safety policy

Risk assessments

	Insurance

	
	Educational visits
	Educational Visits policy

Nominated Educational Visits Co-ordinator

Risk assessments


	Insurance

	Finance
	Fraud or other loss
	Financial Regulations

Contract Standing Orders

Financial reconciliations

Manual of Internal Procedures (providing guidance on key financial processes)
Job descriptions

Scheme of delegation

Pre-employment checks
Whistleblowing policy

Regular internal audit reviews

	Fidelity guarantee insurance

	
	Overspend
	Costed three year School Development Plan that informs budget setting
Scheme of delegation

Regular budget monitoring 

Reports to governors

 
	Timely corrective action

	
	Poor financial administration
	Staff training

Manual of Internal Procedures

Financial Reconciliations


	

	IT 
	Loss of data
	Physical & logical access controls

Anti Virus software

Firewall
IT procedures/policies


	Data back up

Disaster recovery plan

	
	Inappropriate use of computers
	Physical & logical access controls

Internet usage policy

Firewall


	

	
	Breach of Data Protection Act
	Data Protection policy


	

	
	Breach of Freedom of Information Act


	Freedom of Information policy
	

	
	Inaccurate data leading to poor decisions or inability to meet statutory reporting requirements
	Reconciliation of data

Clear roles and responsibilities


	

	Assets


	Damage
	Lettings policy/agreements


	Insurance

	
	Fire 
	Fire alarm testing

Fire evacuation tests

Fire risk assessment


	Insurance

	
	Theft
	Security measures, e.g. CCTV, security marking assets
Maintenance of an inventory of assets
	Insurance

Annual inventory check



	Reputation
	Falling rolls (pupil numbers)

	Formal monitoring of pupil numbers
	

	
	Poor SATS results


	School Development Plan
Performance management


	

	
	Poor OFSTED
	Performance management


	

	
	Adverse publicity
	Maintain effective internal and external communication processes

	

	
	Any of the other risks materialising


	Risk management policy/practice
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