[image: image1.jpg]n.

S T\

BOROUGH COUNCIL



RISK AND EMERGENCY PLANNING

Corporate Caution List Procedure
21
Introduction


22
Scope


23
Instructions


23.1
Types of Circumstances


33.2
Accessing the system


33.3
Placing an Individual on the List


43.4
Notifying the Individual


53.5
Security of Information


53.6
Eligible for Access


53.7
Training


53.8
Sharing Information with other Organisations


53.9
Appeal Procedure


63.10
Review


64
Roles and Responsibilities


64.1
Strategic Directors


64.2
Authorising Divisional Manager


74.3
Health & Safety Team


74.4
Users of the CCL


75
Auditing of System Access


76
References


8     Appendix 'A' - Threat Assessment……………………………………………9 


1 Introduction
The Corporate Caution List (CCL) is a database of information designed to support the safety of officers working alone in clients’ homes, commercial business premises or conducting one-to-one interviews with service users and members of the public.

Historically this information has been recorded by individual service areas and directorates within the Authority and as such has been accessible only to those officers accessing the information from within the service area where the records are kept.

Given the breadth of services provided between directorates and schools, there is a possibility for example that a Benefits Officer may visit the home of a service user known to Social Care staff as being potentially violent. Within the existing framework, that information is unlikely to be passed to the Benefits Officer or schools. 
The CCL is designed to allow this information to be shared across directorates and schools but within the parameters of the General Data Protection Regulations, 2018.
2 Scope

The information held is varied and should enable informed decisions to be made on how best to provide a service to the individual without putting officers at unnecessary risk. Information held will relate to: 

1. Potentially violent clients residing in Halton 

2. Environmental risks e.g. dangerous dogs

3. Behaviour that may pose a risk e.g. alcohol or drugs misuse, sexual harassment

4. Mental stability of a service user.

3 Instructions

3.1 Types of Circumstances

Officers visiting premises may experience situations where prior knowledge to the visit could have helped to reduce risk or vulnerability. Some examples are  

· Uncontrolled dangerous dog – request dog be kept in other room or arrange visit to council premise

· Occupant frequently locks door behind them for security purposes – request that door is left unlocked otherwise request meeting on council premises

· Problem with drunken persons at service users home – avoid lone working

· Unpredictable behaviour related to drug misuse (no lone working)

· Service user known to be unstable after failing to take medication

· Squatters threatening officers in the flat next door

· Service User is a naturist  – carers of same sex as Service User

· Individual has tendency to use verbal sexual innuendos (advised officers of same sex as Service User to attend)

3.2 Accessing the system

From the intranet homepage, go to the Corporate Caution List link that can be found under “My Job”, “Health & Safety and Risk Management Portal”, see red Corporate Caution List tab. Choose ‘New Corporate Caution List’, accept the HBC suitable use statement.
Choose ‘Warnings Search’ on the right. Enter the surname of the person you are to be visiting or interviewing on Council premises, or the address of the home you may be visiting.
Outside of office hours, call the Contact Centre on tel. 0303 333 4300, giving details of the person and address you are visiting. The operator will then check the system for you and provide the necessary information. 

3.3 Placing an Individual on the List

The General Data Protection Regulations (GDPR) 2018 recognises that under health and safety legislation, there is a duty of care on the employer to protect the safety of its employees when on business. Violent warning markers provide a means for identifying and recording individuals in the community who pose, or who could possibly pose, a risk to officers coming into contact with them. As the information held is personal data and often of a sensitive nature, there is a need to ensure that information around potentially violent markers is compliant with the principles of GDPR.
The processing of the decision to place a marker against an individual file must be based on a specific incident or expression of clearly identifiable concern, rather than on “general opinions” about the individual. The individual should pose a genuine risk and the decision must be made on objective and clearly defined criteria taking into account:

· The nature of the threat

· The degree of violence used or threatened: and

· Whether or not the incident indicates a credible risk of violence to staff

A Threat Assessment (see appendix ‘A’) will be completed to assess the need to place the individual on the CCL. This will be held with the file.
GDPR requires that the decision be made by a senior nominated person, in the case of the Council, this will be a Divisional Manager from within the service area where the incident occurred or a Head teacher within a school setting. The Threat Assessment will be an aide to making the decision and the Divisional Manager/Head teacher will make an objective decision based on all of the circumstances and solely on the need to protect officers’ safety. 
It is critical that as soon as an incident arises where management consider it appropriate to make an entry onto the CCL, the Health & Safety Team should be contacted immediately on extension 167967 / 168563 followed by an email outlining:

Name

Address including Post Code

Brief description of risk / incident

Authorising Manager/Head 

It is the responsibility of the officer who provides the personal information to ensure that it is current and accurate. If there is any doubt over the information then further checks should be made. This includes verifying the address. 

3.4 Notifying the Individual 

For the process to be fair, individuals identified as being potentially violent should be informed soon after the decision is made to enter their details onto the CCL. The individual should be notified in writing, explaining why their behaviour is unacceptable and how it led to the entry being made. The standard HBC notification letter includes details of:

· The nature of the threat or incident that led to the entry

· That their details are entered onto the CCL 

· Who the information will be available to

· When a decision will be made to review the record

GDPR recognises that in extreme cases, it may be viewed that informing the individual of the entry on the CCL could result in further threatening behaviour. All decisions must be made on a case-by-case basis and records kept of how the decision arose. 

There may be further sensitive circumstances when consideration will need to be given to whether:

· Revealing the existence of the record;

· Revealing the information in the record; or

· What the individual may infer from the existence of the record may actually cause serious harm to the physical or mental health of that individual. In these cases, professional advice should be sought from health professionals.

3.5 Security of Information

All records whether paper or electronic will be kept secure. 

Access to the CCL is controlled to prevent unauthorised access to officers not requiring the information. The search engine is designed so that using either a combination of name and address or address only identifies a positive match.  

Divisional Managers/Head teachers should arrange for those officers requiring access to the system to be notified and names must be submitted to the Principal Health and Safety Advisor.
Any information accessed must remain secure. Officers having access to the information must not pass this on to any other person apart from in discussions with their line manager.

3.6 Eligible for Access
The CCL should be accessible to officers whose work involves:

· Visiting people in their own homes; 

· Visiting business premises e.g. on enforcement, and

· Conducting interviews on council premises where the interview is likely to be of a sensitive nature. 

3.7 Training

Officers should be aware of:

· Their responsibility to report all violent incidents or threats of violence

· The guidelines in the Violence at Work Policy

· The nominated Divisional Manager/Head teacher in their service area for reporting incidents.

3.8 Sharing Information with other Organisations

The purpose of the CCL is primarily for the safety of employees belonging to the organisation recording the information. However there may be situations where it is considered best practice to share the information with other organisations in order for them to alert their own staff to potential risks. 
An example of this would be sharing information amongst colleagues in multi-agency teams. The decision to share the information must be made by the Divisional Manager agreeing the entry onto the system in the first instance.
3.9 Appeal Procedure

An individual whose details are placed on the CCL has a 14-day period from the date of the letter within which to appeal against the decision made. The contact for appeals will be an identified Strategic Director/Chair of Governors from the relevant service area.  Details of the person to contact in an appeal will be in the letter of notification. All appeals are to be submitted in writing either from the individual or from a third party acting on their behalf.
An entry will be made onto the list during the period of appeal. The Health and Safety Team should be contacted to update on whether an appeal has been received and if so whether it was successful. The database will be amended as necessary and a further letter of notification sent to the individual with the outcome of their appeal.

It is advisable to carry out appeals by correspondence or by telephone wherever possible. If a meeting is requested then it is the responsibility of the Strategic Director/ Chair of Governors to ensure that suitable precautions are taken during the meeting to protect the safety of officers.
3.10 Review

GDPR requires that CCL records are not kept longer than necessary. Reviews must be carried out within 12 months of the initial authorisation, as identified by the authorising manager. Records should be removed when there is no longer a threat. The retention period will depend on:

· The original level or threat of violence

· How long ago this was

· The previous and subsequent behaviour of the individual; and

· Whether or not an incident was likely to have been a one-off e.g. when the individual has been suffering an unusual amount of stress due to a particular set of circumstances. 

Again the decision whether to retain the person on the list or remove them will be made by a DM and based on current intelligence and the Threat Assessment (as per appendix ‘A’). Failure to provide the Threat Assessment within one month will result in a removal from the CCL.

4 Roles and Responsibilities

4.1 Strategic Directors/Chair of Governors
Strategic Directors/Chair of Governors are responsible for:

· Managing the appeals process.

4.2 Authorising Divisional Manager/Head teacher
Divisional managers/Head teachers authorising the placement of individuals on the CCL are responsible for:

· Signing and sending the letter informing individuals being placed on the list for their Directorate in accordance with section 3.4 of this procedure

· Ensuring a violent incident report is completed
· Contacting the Health & Safety Team and providing the information outlined in section 3.3 of this procedure.

· Authorising 12 month reviews for inclusion

4.3 Health & Safety Team
Officers from the Health & Safety Team are responsible for:

· Maintaining the database
· Ensuring that records are reviewed in line with the set deadlines
· Drafting initial letters informing individuals

· Auditing the access to the system in accordance with Section 5.

4.4 Users of the CCL

Users of the CCL must adhere to the security procedures set out in section 3.5 of this procedure. 
5 Auditing of System Access

The Health & Safety Team will audit the access data of the system to ensure only authorised staff are accessing and viewing the information held on the list. Any unauthorised use of the system will be investigated accordingly.
6 References

· General Data Protection Regulations 2018

· Violence at Work Policy

· Violence at Work – ‘A guide for Managers’
· Electronic Violent Incident Report form
7 Version Control and Change History 
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	1
	Jan-2008
	Document created.


	2
	Dec 2012
	Included in the review section: ‘Failure to provide the Threat Assessment within one month will result in a removal from the CCL’. Threat Assessment scoring revised and audit trail for decision of Divisional Manager and H&S Team.


	3
	Aug 2014
	Threat assessment updated.



	4
	Feb 2020
	Document reviewed. Data Protection Act 1998 updated to General Data Protection Regulations 2018. Strategic Director updated from Operational.


8. Appendix ‘A’

Threat Assessment

Corporate Caution List

Initial Request / Review

PART I
Name of Individual………………………………….  D.O.B………………………………………

Address……………………………………………………Post Code………………

Details verified

y / n

	

	Threat
	Scoring
	Score
(select one)

	What was the threat of harm
	0. Minor threat – ‘one off’  incident prompted by circumstances
	

	
	1. Minor threat – verbal or through actions likely to cause distress or minor injury
	

	
	2. Medium threat
 of physical harm to person or property
	

	
	3. Significant threat
 of physical harm
	

	Likelihood


	Scoring
	Score
(select one)

	What is the likelihood of an incident 
	1. Unlikely - no evidence that it will be repeated 

1. Unlikely - no incidents in the last 12 months
	

	
	2. Likely - involves several incidents although none in the last 12 months 
3. Highly Likely – evidence that it will be repeated

	

	
	3. Highly likely – incident/s within last 12 months
	

	Times the two scores = TOTAL


	

	Details of Incident / Intelligence / Information: -



	

	Risk Rating

	Score
	Action

	 0 & 1
	No further Action Required and not to be placed on the Corporate Caution List

	2 & 3
	Initial decision on whether there is sufficient threat to members of staff to place on the Corporate Caution List

Letter to be sent unless covered by exception, i.e. belief that it would create a substantial risk of a violent reaction

On review only – if there is no evidence of a further threat and/or the intelligence / information has become historical – person to be removed

	4, 6 & 9
	Place on Corporate Caution List. 

Letter to be sent, unless covered by exception, i.e. belief that it would create a substantial risk of a violent reaction

	Action: - 
Letter sent                                           y / n
Review – to remain on list                   y / n

Date of Review..………………./…………………./…………….


	Comments:-




Name of teacher completing Threat Assessment:.……………………………  
Role:……………………………………………….
Signature:…………………………………………
Date submitted to Head teacher:

……………./…………………/……………………
PART II

To be completed by Head teacher 
Head teacher Name:

…………………………………………………………………………………………..
Delete text within brackets as required:
· I [do/do not] agree with the Risk Rating, as above 
· The individual [should/should not] be entered onto the Corporate Caution List  
· The individual [should/should not] receive a letter  

Date sent to Health and Safety Team………./……………/……………

Signature…………………………………………

PART III

To be completed by Health and Safety Team

Date received and entered onto Corporate Caution List……./………/…….

Signature…………………………………………







CCL No. ……………





Comments on above decisions:








� Medium threat – could lead to further violence to staff resulting in psychological/ physical injuries or damage to property


� Significant threat – could lead to further violence to staff resulting in sexual, major or fatal injuries 


� Based on other validated intelligence, e.g. Police, Sex Offenders Register, etc.
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